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A Introduction 
 
A.1 This policy provides an important part of the College’s safeguarding provision.  It 
applies to students, staff and governors. 
 
A.2 The policy has been written by the College, building on Solihull MBC’s e-safety policy 
and government guidance.   
 
A.3 The College’s e-safety coordinator is the Designated Member of Staff (DMS) for 
Safeguarding. 
 
B Students 
 
B.1 Rules for internet access will be posted in all computer areas.  Students will be 
informed that internet use will be monitored.  An e-safety training programme will be 
delivered to all students to raise awareness and importance of safe and responsible use of 
the internet and other electronic communication tools.  Instruction in responsible and safe 
use will precede internet access and should be reinforced at regular intervals. 
 
B.2 The College will ensure that the copying and subsequent use of internet-derived 
materials complies with copyright law. 
 
B.3 Students will be trained to be critically aware of the materials they read and shown 
how to validate information before accepting its accuracy.  They will also be trained to 
acknowledge the source of information used and to respect copyright when using internet 
material in their own work. 
 
B.4 There must not be inappropriate use of mobile phones during lessons or formal 
College time.  The sending of abusive or inappropriate text messages is forbidden and will 
be dealt with via the College’s disciplinary procedues. 
 
C Staff 
 
C.1 All staff will be provided with a copy of this policy, and its importance explained.  Staff 
training in safe and responsible internet use will be provided as required. 
 
C.2 Staff should be aware that internet traffic can be monitored and traced to the 
individual user.  Discretion and professional conduct is essential. 
 
C.3 Staff that manage filtering systems or monitor ICT use will receive clear procedures 
for reporting issues. 
 
C.4 Incidents of staff mis-use of the internet will be dealt with by the College’s disciplinary 
procedures. 
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D Parents 
 
D.1 Parents’ attention will be drawn to this policy via the Prospectus and College website.  
Advice on filtering systems and educational and leisure activities which include responsible 
use of the internet will be made available to parents. 
 
E Managing published content 
 
E.1 The contact details on the website will be the College address, email and telephone 
number.  Staff or students’ personal information will not be published. 
 
E.2 The Principal will take overall editorial responsibility and ensure that content is 
accurate and appropriate.   
 
E.3 The College website should comply with the College’s guidelines for publications 
including respect for intellectual property rights and copyright. 
 
F Publishing images of staff and students 
 
F.1 Photographs on websites that include students will be selected carefully and will not 
enable individual students to be clearly identified.  Students will be asked to sign a Fair 
Processing Notice which gives permission to the College to use their image.  Students’ full 
names will not be used anywhere on the website.  Students’ work can only be published with 
the permission of the student and parents. 
 
F.2 Images of staff should not be published without consent. 
 
G Managing social networking 
 
G.1 Social networking sites and newsgroups will be blocked unless a specific use is 
approved. 
 
G.2 Students are advised to never provide personal details which may identify them or 
their location.  Examples would include full name, address, mobile or landline phone 
numbers, email address, names of friends, specific interests and clubs, name of the College, 
etc. 
 
G.3 Students should be advised to not place personal photos on any social network 
space.  They should consider how public the information is and consider using private areas.  
Advice should be given regarding background detail in a photograph which could identify the 
student or his/her location, eg house number, street name, shopping centre. 
 
G.4 Staff official blogs should be password protected and run from the College website.  
Staff should not run social network spaces for students on a personal basis.  Staff should not 
communicate with students through private social networking sites, even on educational 
matters, but should use official sites sanctioned by the College. 
 
G.5 Students should be advised on security and encouraged to set passwords, to deny 
access to unknown individuals and instructed on how to block unwanted communications.  
Students should be encouraged to invite known friends only and deny access to others.  
They should be advised not to publish specific and detailed private thoughts. 
 
G.6 The College should be aware that bullying can take place through social networking 
especially when a space has been set up without a password and others are invited to see 
the bully’s comments.  Incidents of bullying through social networking on College-owned 
websites will be dealt with in line with the College’s disciplinary procedures. 
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H Managing filtering 
 
H.1 Clear principles will be drawn up by the IT Development Manager and regularly 
reviewed to ensure that filtering policies take account of new developments on the internet. 
Senior staff will ensure that regular checks are made to ensure that the filtering methods 
selected are appropriate, effective and reasonable. 
  
H.2 If staff or students discover unsuitable sites, the URL or web address, time and date 
must be reported to IT Support. 
 
H.3 Any material that the College believes is illegal must be reported to appropriate 
agencies such as the Internet Watch Foundation (IWF) or the Child Exploitation & Online 
Protection Centre (CEOP). 
 
J Managing email 
 
J.1 Emails should not be considered private.  The College reserves the right to monitor 
emails.  Use of words included in the filtering/checking ‘banned’ list will be detected and 
logged and may result in an email not being sent.   
 
J.2 Students may only use approved email accounts on the College system.  Students 
must immediately inform a member of staff if they receive offensive email via a College-
provided email system.  Students must not reveal personal details of themselves or others in 
email communication.   
 
J.3 Email sent to external organisations should be carefully written and authorised before 
sending, in the same way as a letter written on College headed paper.   
 
J.4 The forwarding of chain letters is not permitted. 
 
K Managing information services 
 
K.1 The IT Development Manager will regularly review the security of the College’s 
information systems and determine measures to ensure appropriate use, capacity and 
capability.  Virus protection is updated daily and is reviewed annually. 
 
K.2 Portable devices or media used on College IT equipment will be subject to an 
automatic virus scan and malicious content may be deleted or quarantined without warning.  
Portable media devised must not be used to store sensitive data. 
 
K.3 Encrypted data defined as sensitive (as per the Data Protection Act) must not be sent 
over the internet or on any sort of media through the postal system. 
 
K.4 Unapproved system utilities and executable files will not be allowed in staff or student 
work areas or attached to emails. 
 
K.5 Files held on the College network will be checked regularly. 
 
L Protecting personal data 
 
L.1 Personal data will be recorded, processed, transferred and made available in 
compliance with the Data Protection Act 1998.  This Act applies to anyone who handles or 
has access to information relating to individuals.  Staff have a legal duty to protect the 
privacy of information relating to individuals.  The Act sets eight principles which must be 
satisfied when processing personal data that will identify an individual.  The eight principles 
are that personal data must be: 
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1. processed fairly and lawfully 
2. processed for specified purposes 
3. adequate, relevant and not excessive 
4. accurate and up to date 
5. held no longer than is necessary 
6. processed in line with individuals’ rights 
7. kept secure 
8. transferred only to other countries with suitable security measures. 

 
L.2 The Information Commissioner’s Office provides relevant information: 
www.ico.gov.uk 
 
M Breaches of this Policy 
 
M.1 Internet misuse by staff will be dealt with through the College’s disciplinary 
procedures.  Potential safeguarding issues, however, must be referred to the Designated 
Member of Staff for safeguarding. 
 
M.2 Internet misuse by students will be dealt with through the student discipline 
procedures. 

http://www.ico.gov.uk/

